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GDPR reglamento 
užtikrinimas per 
WPA3

Tinklų atitikimas 
GDRP 
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WEAK ENCRYPTION WITH WPA2

UNENCRYPTED GUEST WLAN'S

MISSING DENIAL OF SERVICE  

(DOS) PROTECTION
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DATA IS UNPROTECTED WHEN TRANSMITTED THROUGH THE AIR 
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PROBLEM: 

INSECURE DATA 
TRANSFER IN 
WLAN/LAN
SECURITY 
INTEGRITY AND 
AVAILABILITY OF DATA 
CANNOT BE GUARANTEED 
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• ENCRYPTION BY WPA2 
• UNENCRYPTED GUESTS WLANS
• MISSING DOS PROTECTION IN WLAN

NOT EU-GDPR COMPLIANT

• PRIVILEGED USER CONTROL 
IN ARTICLE 25 AND 32 OF THE EU-GDPR

WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT

• PREVENT ATTACK THROUGH DATA ENCRYPTION 
IN ARTICLE 32 OF THE EU-GDPR

WPA2 ENCRYPTION / GUESTS WLANS / MISSING DoS PROTECTION ARE NOT COMPLIANT

• AUDITING AND CONTROL  
IN ARTICLE 30 AND 33 THE OF EU-GDPR

WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT

• DATA CORRUPTION MONITORING 
IN ARTICLE 34 OF THE EU-GDPR

WPA2 ENCRYPTION / GUESTS WLANS ARE NOT COMPLIANT
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FIND THE RIGHT BALANCE
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WPA3 SAFER
GDPR COMPLIANCY THROUGH WPA3 
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• WPA3-Personal

• Mandatory PMF + SAE

• WPA3-Enterprise

• Mandatory PMF

• 192-bit crypto suite

WPA3 – New Wi-Fi Security Standard

• Mandatory PMF (Protected Management Frames): providing protection for 

unicast and multicast robust management frames to include Action, 

Disassociate, and De-authenticate frames against eavesdropping.  

• WPA3-SAE (Simultaneous Authentication for Equals): providing users with 

stronger security protections such as:

• Offline dictionary attack resistance

• Key recovery resistance

• Natural password use

• Simple work flow continuity

• WPA3-Enterprise offers optional 192-bit security mode

• Intermediate transition mode: supporting WPA2-PSK and WPA3-SAE on the same 

BSS (mixed mode) 

• All Stellar Access Points will support all mandatory WPA3 capabilities

• AP1101 & 2.4G band of AP1201H will be limited to 128-bit crypto

AWOS 3.0.R6
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WPA3 – NEW WI-FI SECURITY STANDARD

✔ WPA3 security update available

✔ Free software update

✔ Search “WPA3 + Stellar” on 

Google
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Nuorodos į techninę dokumentaciją

Management Platform

• OmniVista 2500 datasheet

• OmniVista Cirrus datasheet

LAN Switches

• OmniSwitch 2200 SMB WebSmart switch: datasheet

• OmniSwitch 6350 SMB LAN switch: datasheet 

• OmniSwitch 6450 Stackable Gigabit Ethernet LAN switch: general datasheet , 10 port datasheet 

• OmniSwitch 6465 Hardened L2+ LAN Switch datasheet

• OmniSwitch 6560 – Stackable Multigig LAN switch: datasheet

• OmniSwitch 6860 – Stackable LAN switch with multigig and DPI option datasheet

• OmniSwitch 6865 – Hardened L3 Switch datasheet

• OmniSwitch 6900 – Stackable 40G core switch datasheet

• OmniSwitch 9900 – Chassis core switch datasheet

Stellar WLAN

• OmniAccess AP1101 SMB 802.11ac AP: datasheet

• OmniAccess AP1201 entry-level 802.11ac Wave 2 AP: datasheet

• OmniAccess Stellar AP1220 Series– High performance wave 2 AP: datasheet

• OmniAccess Stellar AP1230 Series – Ultra high performance wave 2 AP: datasheet

• OmniAccess Stellar AP1251 – Rugged wave 2 AP: datasheet

https://www.al-enterprise.com/-/media/assets/internet/documents/omnivista-2500-nms-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/ov-cirrus-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-2220-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6350-family-datasheet.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6450-24-48-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6450-10-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6465-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6560-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6860-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6865-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-6900-stackable-lan-switches-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniswitch-9900-modular-lan-chassis-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/omniaccess-ap1101-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/oaw-ap1201-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/oaw-ap1220-series-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/oaw-ap1230-series-datasheet-en.pdf
https://www.al-enterprise.com/-/media/assets/internet/documents/oaw-ap1251-datasheet-en.pdf
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WEBSITE
www.al-enterprise.com

Follow us on:

CONTACTUS

tomas.rimkus@adventus.lt

www.adventus.lt

andris.laumanis@al-enterprise.com

http://www.al-enterprise.com/
http://twitter.com/ALUEnterprise
http://twitter.com/ALUEnterprise
http://facebook.com/ALUEnterprise
http://facebook.com/ALUEnterprise
http://linkedin.com/company/alcatellucententerprise
http://linkedin.com/company/alcatellucententerprise
http://youtube.com/user/enterpriseALU
http://youtube.com/user/enterpriseALU

